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There are various provisions in relation to the protec⁃
tion of trade secrets in China’s current laws, among which
Article 9 of the Anti⁃Unfair Competition Law is the most im⁃
portant. In the 2019 amendment thereto, the phrase“in vio⁃
lation of agreement”in item (3) of Article 9.1 was revised to

“in violation of the obligation of confidentiality”, which
means that the obligation of confidentiality does not arise
from contracts only. Obviously, laws can set obligation of
confidentiality for certain types of subjects. This article will
discuss whether a trade secret owner can claim that other
party or person is under an implied obligation of confidenti⁃
ality where no specific provision is set forth in a contract or
laws.

I. Concept and characteristics
1. General obligation of confidentiality
The general obligation of confidentiality is subject to

specific provisions in contracts or laws. These provisions
are usually expressed as that a certain type of subjects are
under the obligation to keep confidential the trade secrets
that they acquire in the course of a particular activity. 1 It
can be seen that a provision relating to the general obliga⁃
tion of confidentiality encompasses clear and specific con⁃
stituent elements. Therefore, judges have less discretionary
power in determining whether such an obligation exists.
Where said provisions are valid and enforceable, it general⁃
ly can be concluded that a party has the legal obligation of
confidentiality as long as the party is of certain legal status

and knows the trade secret.
There are pros and cons to the above manners to creat⁃

ing obligation of confidentiality. On the one hand, it clearly
affirms the existence of obligations, which is conducive to
dispute reduction; and on the other hand, it is criticized as
too simple and rigid. To be specific, the types of subjects
as prescribed in laws are too limited to cope with the com⁃
plicated social life; and although contracts can make up for
such a deficiency under normal circumstances, they may
be absent or malfunction sometimes for various reasons.
For instance, a non⁃disclosure agreement with a validity de⁃
fect cannot serve as the basis for the parties’obligation. 2

Another example is that the more detailedly the scope of
confidentiality obligations is described in a contract, the
more likely something is left out. A dispute may easily occur
once any information beyond the scope as agreed by the
parties is involved.

Since it is inevitable that contracts and laws are miss⁃
ing, it is impossible to evade the problem of whether an im⁃
plied obligation of confidentiality exists. Just like in other ar⁃
eas of the civil and commercial law, implied obligations will
always play a role in closing loopholes in laws and con⁃
tracts.

2. Implied obligation of confidentiality
In civil law,“implied”, as a concept opposite to“explic⁃

it”, refers to a declaration of intent in the form of acts from
which it can be inferred. 3 In intellectual property laws,“im⁃
plied license”refers to the way of licensing, in which the
grant of license is presumed from the parties’acts. 4 Simi⁃
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larly,“implied obligation of confidentiality”in legal provi⁃
sions related to trade secrets can be defined as the obliga⁃
tion of confidentiality that a party should undertake based
on its prior acts from which the obligation can be inferred in
the absence of specific provisions in a contract or laws.

The uncertainty of the implied obligation of confidential⁃
ity is inherent. This concept is mainly used in two situations:
one is where it is stipulated in a contract that one party shall
undertake the“explicit or implied obligation of confidentiali⁃
ty”, which serves as a miscellaneous provision; 5 and the
other is where it is claimed in litigation that one party shall
be under the implied obligation of confidentiality according
to the principle of good faith if there is no agreement in the
contract. No matter as a miscellaneous provision of a con⁃
tract or a provision on a legal principle, this concept lacks
specific constituent elements such as the subject and the
scope of obligation. Whether a party’s acts create the im⁃
plied obligation of confidentiality depend on the facts of in⁃
dividual cases, and judges have greater discretionary pow⁃
er. As for the interpreters of laws, such uncertainty is both a
challenge and an opportunity.

Although the obligation of confidentiality is divided into
two types, there is no clear⁃cut distinction therebetween in
many situations. For instance, a party sometimes requests
an interested party to undertake the obligation of confidenti⁃
ality verbally; however, said request is usually made unilat⁃
erally with no agreement reached and the scope of obliga⁃
tion is not clearly specified. Therefore, said obligation of
confidentiality, though being formally explicit, essentially
falls within the implied category.

3. Special issues
There are cases in judicial practice where the implied

obligation of confidentiality has been applied. At present, in
the absence of contract stipulations and specific legal provi⁃
sions, only a few courts will further delve into whether a par⁃
ty is under the implied obligation of confidentiality, and
most courts will directly draw a negative conclusion.
Among the studied cases, the following issues are particu⁃
larly noteworthy:

First, whether the existence of the implied obligation of
confidentiality can prove that a party has taken confidentiali⁃
ty measures? According to Article 9.4 of the Anti ⁃ Unfair
Competition Law, confidentiality measure is one of the con⁃
stituent elements of a trade secret. Article 6 of the Provi⁃
sions of the Supreme People’s Court on Several Issues
Concerning the Application of Law in the Trial of Civil Cases

Involving Infringement upon Trade Secret (No. Fa Shi 7/
2020, hereinafter referred to as“the Provisions on Trade Se⁃
crets”) enumerates the confidentiality measures including
the execution of a confidentiality agreement, and does not
include the implied obligation of confidentiality. As a result,
controversies arise in practice. In this regard, the Supreme
People’s Court gave a negative answer in a ruling:“any ob⁃
ligation collateral to a contract as derived from the principle
of good faith is a subordinate obligation attached to the prin⁃
cipal obligations and performed according to the nature
and purpose of the contract and the course of dealing. It is
different from the active acts required in the‘confidentiali⁃
ty’, which is one of the constituent elements of a trade se⁃
cret. It neither shows the subjective intent of the trade se⁃
cret owner to take measures to keep information confiden⁃
tial, nor belongs to objective measures that have been tak⁃
en.”6

Second, does the disclosure of a trade secret to a per⁃
son who may be under an implied obligation of confidentiali⁃
ty constitute disclosure through use, thereby leading to the
loss of novelty of a technology? The Supreme People’s
Court gave a negative answer in a precedent:“after the de⁃
livery of a product, if a confidentiality agreement has been
executed for the technology of the product between the
buyer and the seller, or the buyer is under the implied obli⁃
gation of confidentiality, it cannot be deemed that the prod⁃
uct has been disclosed to the non ⁃ specific public unless
there is evidence proving that the buyer has violated the ob⁃
ligation of confidentiality.”7 The former Patent Reexamina⁃
tion Board also held the same view:“(the staff of a compa⁃
ny) belong to specific persons having an implied obligation
of confidentiality, and their acts could not render the prod⁃
ucts of Longcheng Co. under the state of being available to
the public in China”. 8 In addition, according to Article 24 of
the China’s Patent Law, any invention for which a patent
is applied does not lose its novelty where, within six
months before the date of filing, it was disclosed by any
person without the consent of the applicant. Such disclo⁃
sure also includes a breach of an implied obligation of
confidentiality. 9

II. Legal basis
1. Collateral obligations in the Civil Code
Collateral obligations refer to the obligations of one par⁃

ty to attend to the rights and interests of the other party ac⁃
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cording to the principle of good faith, in addition to those
stipulated in the contract and laws. 10 The Civil Code promul⁃
gated in 2020 stipulates three types of collateral obligations
of confidentiality: pre⁃contractual obligations in Articles 500
and 501, collateral obligations in the performance of the
contract in Article 509.2, and post⁃contractual obligations in
Article 558.

Article 500 of the Civil Code stipulates that“during the
course of concluding a contract, the party that falls under
any of the following circumstances and causes loss to the
other party shall bear the liability for compensation: …… (3)
conducting any other acts contrary to the principle of good
faith”. Article 509.2 thereof sets forth the provision that“the
parties shall comply with the principle of good faith, and
perform such obligations as sending notices, rendering as⁃
sistance, and keeping confidentiality in accordance with
the nature and purpose of the contract and the course of
dealing”. Article 558 thereof requires that“after the parties’
claims and obligations are terminated, the parties shall, in
compliance with the principle of good faith and the like, per⁃
form such obligations as sending notices, rendering assis⁃
tance, keeping confidentiality, and retrieving the used items
according to the course of dealing”. It can be seen that col⁃
lateral obligations are the embodiment of the principle of
good faith, but the latter is not thoroughly embodied. Al⁃
though these provisions can be used as the basis, whether
the confidentiality obligations are established shall be deter⁃
mined with reference to case⁃specific facts and in consider⁃
ation of various factors. Therefore, these provisions are the
legal basis for the implied obligation of confidentiality.

Article 501 of the Civil Code stipulates that“the parties
shall not disclose or improperly use the trade secrets or oth⁃
er confidential information that is obtained in the course of
concluding a contract, regardless of whether the contract is
formed or not; …….”It can be seen that said provision
does not adopt the wordings with the tint of uncertainty,
such as“in compliance with the principle of good faith”
and“in accordance with the nature and purpose of the con⁃
tract and the course of dealing”. According to said state⁃
ment, the parties shall undertake the obligation of confiden⁃
tiality as long as they get to know the trade secret in the
course of conclusion of a contract. In this sense, Article 501
has clearly listed constituent elements and is a specific pro⁃
vision on the general obligation of confidentiality. 11 In addi⁃
tion, since Article 501 covers all the circumstances relating
to the confidentiality obligations in the course of conclusion

of a contract, thereby further specifying the situations under
item (3) of Article 500, the latter is usually not cited any lon⁃
ger though it is formally the legal basis of the implied obliga⁃
tion of confidentiality.

There have been cases in judicial practice where theo⁃
ries and provisions relating to collateral obligations were ap⁃
plied to the determination of the parties’obligations of con⁃
fidentiality or non⁃competition. For instance, in a labor dis⁃
pute between Beijing Weituo International Investment Con⁃
sultancy Co., Ltd. and Zhang Yang, the court held that“non⁃
competition during the employee tenure is the premise and
foundation for the establishment of employment relationship
between the employee and the employer, belongs to the ob⁃
ligation collateral or ancillary to the employment contract in
the light of the principle of good faith, and does not need to
be specified separately.”12 Since non⁃competition is one of
the means to protect the employer’s trade secrets, the
above reasoning also applies to the confidentiality obliga⁃
tions. For instance, in a non ⁃ competition dispute between
Gao Haibin and Shanghai Weiqian Hydraulic Automation
System Co., Ltd., the employee claimed that the clauses on
confidentiality obligations in the employment contract are
not binding because the employer failed to pay compensa⁃
tion. But the court opined that“the obligation of confidential⁃
ity during the employee tenure is the duty of loyalty that he
should perform, and is not premised on compensation pay⁃
ment”. 13

2. Anti⁃Unfair Competition Law and its Judicial Interpre⁃
tation

Item (3) of Article 9.1 of the Anti ⁃ Unfair Competition
Law is the legal basis for the implied obligation of confidenti⁃
ality. In the light of said provision, where a trade secret is ac⁃
quired by legal means, the subsequent use of the trade se⁃
cret is considered as unjustified only when the parties“vio⁃
late the obligation of confidentiality or the right holder’s re⁃
quirements for keeping a trade secret confidential”. There⁃
fore, the scope of the concept“obligation of confidentiality”
is a vital prerequisite.

In this regard, Article 10.1 of the Provisions on Trade
Secrets indicates that confidentiality obligations can arise
from legal provisions or contractual agreements; and Article
10.2 is related to the implied obligation of confidentiality,
which is premised on the fact that“the parties did not agree
on the obligation of confidentiality in the contract”, and
should be judged“according to the principle of good faith,
as well as the nature and purpose of the contract, the con⁃
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tracting process and the course of dealing”. The above ex⁃
pression is similar to that of the provision on collateral obli⁃
gations, and judges have greater discretionary power in its
application. From the perspective of function, the aforesaid
Article 10 servers as a prompt that associates the concept
of confidentiality obligations in the Anti ⁃Unfair Competition
Law with the concept of collateral obligations in the Civil
Code. It also functions as an independent supplement, be⁃
cause the provisions on collateral obligations are stipulated
under the contract section of the Civil Code, while the provi⁃
sions on confidentiality obligations of the Anti ⁃Unfair Com⁃
petition Law are not confined to the field of contracts but ap⁃
plicable in a wider range, thereby providing a basis for the
implied obligation of confidentiality in other legal relation⁃
ships.

3. Provisions on principles
As stated above, collateral obligations are specific em⁃

bodiments of the principle of good faith. Thus, Article 7 of
the Civil Code is also the legal basis for the implied obliga⁃
tion of confidentiality. In judicial practice, articles on princi⁃
ples which are often invoked include, among other things,
Article 2 of the Anti⁃Unfair Competition Law, Article 3 of the
Employment Law and Article 3 of the Employment Contract
Law.

Compared with specific rules, principles are highly ge⁃
neric and should be applied by judges prudently. It is inter⁃
esting that some courts choose to directly use the articles
on basic principles, instead of more specific ones on collat⁃
eral obligations, as the basis for determining whether a par⁃
ty shall be under an implied obligation of confidentiality. 14

As a matter of fact, specific provisions should generally be
applied with preference. Where the circumstances of a
case cannot be covered by specific provisions, principles
serving as the basis for judgment can play a supplementary
role.

III. Constituent elements
1. Article 10.2 of the Provisions on Trade Secrets
Article 10.2 of the Provisions on Trade Secrets is relat⁃

ed to the constituent elements of the implied obligation of
confidentiality. According to this Article, the obligation of
confidentiality is established as long as“the accused in⁃
fringer knows or should know that the acquired information
belongs to the trade secret of the right holder”, which is
however open for discussion.

First, according to item (3) of Article 9.1 of the Anti⁃Un⁃
fair Competition Law, the disclosure or use of the trade se⁃
cret constitutes infringement only when it is in violation of
the obligation of confidentiality or the requirement for confi⁃
dentiality. It means that not all the persons knowing the
trade secret shall undertake the obligation of confidentiality.
Generally speaking, the knower has the legal status of trade
secret holder as long as it acquires the trade secret lawful⁃
ly, and does not need to keep the trade secret confidential
for others. If said Article is interpreted as that the obligation
of confidentiality exists as long as a person knows that the
information belongs to a trade secret, it will render the prem⁃
ise of“violation of the obligation of confidentiality”in vain.
Second, the implied obligation of confidentiality is only a
supplement to the general obligation of confidentiality, and
should not be widely applied in place of the specific provi⁃
sions in contracts or laws. If the undertaking of the obliga⁃
tion of confidentiality is only premised on the fact that the
party knows that the information belongs to a trade secret,
the non ⁃ disclosure agreement will lose most of its signifi⁃
cance.

Therefore, in our opinion, two requirements must be
met for the creation of the implied obligation of confidentiali⁃
ty: one is that the information discloser has reasonable reli⁃
ance on the receiver; and the other is that the receiver
knows or should know that the information is a trade secret.

2. Reasonable reliance of the information discloser
The receiver should undertake the obligation of confi⁃

dentiality only when the discloser has good reason to be⁃
lieve, inferred from the acts of the parties, that the receiver
will definitely keep the acquired information confidential
even though the receiver is not explicitly required to do so.
The provisions on collateral obligations and the Provisions
on Trade Secrets both require that judgments should be
made under the principle of good faith and according to the
purpose and process of contract conclusion, the nature of
the contract and the course of dealing, which are aimed to
examine whether there is reliance built between the parties.

Reasonable reliance is attributable to many factors. For
instance, the employment relationship is a typical reliance
relationship. As long as an employment contract is conclud⁃
ed, the two parties have formed a community of shared in⁃
terests to some extent, and the employer has reason to be⁃
lieve that the employee will conscientiously and dutifully
safeguard its interests, including keeping trade secrets con⁃
fidential. On the other hand, not all legal relationships imply
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such reliance. Take a common sales contract for example.
In Jiangxi Jianshi Zisha Technology Development Co., Ltd.
v. Patent Reexamination Board (PRB), the PRB decided
that the implied obligation of confidentiality should be pre⁃
sumed to exist according to the fact that the two parties
jointly manufactured the product and the business practic⁃
es. However, the court held that the contract executed by
the two parties was about the transfer of equipment, which
only involved the ownership of the property, and the assign⁃
ee“has no way to know which equipment belongs to a
trade secret”and therefore has no obligation of confidential⁃
ity. 15

3. The receiver’s knowledge of the confidentiality of in⁃
formation

When judging whether a party knows or should know
that the information disclosed to it by others has the attri⁃
bute of confidentiality, it is necessary to find out whether
there are sufficient factors to convey said attribute accord⁃
ing to the facts of individual cases, wherein the common
factors include the followings:

First, factors related to the object, including how de⁃
tailed the information is, whether it is new or outdated,
whether it is difficult to obtain, how importance it is in techni⁃
cal application or negotiations, and the like. For instance, in⁃
formation that is easily perceived directly by others, such as
the product appearance, can hardly render the parties to re⁃
alize that they are obliged to keep such information confi⁃
dential. 16 Another example is that documents that record
specific experimental data, precise drawings with detailed
figures and instructions, and letters of intent with clear quo⁃
tations and cooperation plans are more likely to arouse peo⁃
ple’s attention and vigilance. In a trade secret dispute be⁃
tween Hefei Dinglan Trading Co., Ltd. and others, and An⁃
hui University of Traditional Chinese Medicine, the plaintiffs
asserted that the defendant violated the collateral obliga⁃
tion of confidentiality. However, the plaintiffs’drawings did
not fully demonstrate the product structure and lacked de⁃
tailed parameters. Further, others could acquire relevant in⁃
formation through simply observing the purchased product.
The court denied the plaintiff’s claim that said information
could not render people to be“immediately and obviously
aware that said information should be kept confidential”. 17

Second, factors related to the subject, including the
professional identity and position of a party, knowledge and
experience, the degree of association between a party’s
occupation and the involved information, and the like. Ex⁃

perts who have been working in related fields for a long
time and accumulated lots of professional knowledge and
practical experience are easier to identify the information as
a trade secret than new hands. For instance, in a trade se⁃
cret dispute between Beijing Yidege Ink Co., Ltd. and Gao
Xinmao et al., the defendant (Gao Xinmao) had long served
as the Yidege’s deputy technology director and vice leader
of Yidege’s confidentiality committee. Although Gao Xin⁃
mao did not sign a confidentiality contract with Yidege, the
court still determined that he should undertake the obliga⁃
tion of confidentiality. 18

Third, other environmental factors, including how seri⁃
ously the information is treated by others, where and when
the information is delivered, and the like. For instance, al⁃
though a trade secret holder does not set forth explicit re⁃
quirements, he or she evades unrelated persons on pur⁃
pose and delivers information to specific subjects in hidden
places. There is another example. A party may say“I only
told you this news”as a prompt message during communi⁃
cation, which is sufficient to make the other party realize
that the acquired information is confidential. In addition, if a
visitor knows that the places like workshops or factories he
or she visited are subject to severe zoning administration
measures and access policies, or the visitor is required to
undergo identity verification and security inspection and es⁃
pecially prohibited from taking recording and photographic
equipment, he or she should be aware that he or she is
about to be exposed to sensitive information.

Conclusion
An implied obligation of confidentiality is a vital supple⁃

ment to the explicit clauses in contracts and laws. The pri⁃
mary position of specific provisions in contracts and laws is
unshakable in the protection of trade secrets. Where both
are absent, the implied obligation of confidentiality can play
a role to make up for the deficiency of explicit clauses.

The implied obligation of confidentiality should be ap⁃
plied properly, rather than completely abandoned. Some
oppose that it will blur the boundaries of trade secret protec⁃
tion and the parties will have difficulty in predicting the re⁃
sults of their acts. However, grey areas always exist on the
boundaries of rights no matter whether the boundaries are
defined in words or not. In this sense, the abandonment of
the concept of implied obligation of confidentiality will not
make the resulting problems vanish. Nevertheless, judges
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should be more careful when judging whether a party
should undertake an implied obligation of confidentiality, in
order to avoid the imbalance of interests. The brief analysis
in this article has sufficiently demonstrated that the theories
and practice concerning the implied obligation of confiden⁃
tiality are valuable for observing the evolution of China’s in⁃
tellectual property laws.■
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