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Evolution and Development of
China’s Legal System for Trade
Secret Protection

Cheng Yongshun, Wu

Trade secrets are an integral part of core competen-
cies of companies and play an increasingly crucial role in
the intellectual property protection system. Statistics indi-
cate that among global technology companies, over 80% of
critical technological information is protected as trade se-
cret, rather than as patent. ' The Research Report on the
Protection of Trade Secrets in China (2014-2024) recently
released by the Trade Secrets Professional Committee of
the Chengdu Bar Association reveals an explosive growth
in the number of trade secret cases in China in the past de-
cade. The number of civil cases involving trade secrets sub-
stantially tripled from 2014 to 2024. Such a growth trend
aligns closely with the macro context of economic transfor-
mation and upgrading, as well as intensifying industrial
competition in China.

On 9 April 2025, the Shenzhen Intermediate People’s
Court issued the Guidelines for Management and Protection
of Trade Secrets in Enterprises, which cover the entire pro-
cess from research and development, production to opera-
tion, and provide feasible risk prevention and control sug-
gestions based on studies of typical cases. On 13 August
2025, the Beijing Municipal People’s Procuratorate also is-
sued the Guidelines for Trade Secret Protection and Risk
Prevention. Those judicial documents are aimed to summa-
rize case-handling experience, respond to the needs of ur-
ban economic development, help enterprises promote their
capabilities to manage risks related to trade secrets, and
foster a better legal environment for technological innova-
tions and industrial upgrading.

At the end of August 2025, in the trade secret case in-
volving infringement of Hisilicon’s chip technology by Zun-
pai Co. handled by Shanghai procuratorial authorities under
the guidance of the Supreme People’s Procuratorate (SPP),

Lijuan and Han Yuanmu

the first-instance judgment made by the Shanghai No. 3 In-
termediate People’s Court on 28 July 2025 officially came
into effect since 14 defendants did not file appeals within
the statutory time limit. The technical information involved in
the case was valued as high as RMB 317 million so that the
principal offender, whose actions were deemed the most
severe, was sentenced to six years in prison, and all defen-
dants collectively received fines totaling RMB 13.5 million.
That case is regarded as a landmark in the protection of
trade secrets related to domestic chip technology. The
head of the SPP’ s Intellectual Property Prosecution Office
highlighted that trade secrets are vital intellectual property
rights in modern economic society, which have a bearing
on not only the security of core and key technologies of en-
terprises, but also the high-quality development of China. In
recent years, the procuratorial authorities have made contin-
uous efforts to intensify the judicial protection of trade se-
crets, crack down on the crime involving trade secret in-
fringement according to law and serve innovation and de-
velopment under the rule of law. 2

Such statistics and practices indicate that trade se-
crets, as an important carrier of enterprises’ innovative
achievements, have become a key element for enterprises
to maintain their core competencies in fierce market compe-
tition, a vital strategic resource for enterprises to participate
in international market competition, and even determine the
survival of enterprises. Strengthening the protection of trade
secrets is of great significance for safeguarding business
operation and development, incentivizing innovation and
creativity, and maintaining fair market competition.

However, there have always been controversies over
the understanding of some fundamental issues related to
trade secrets, both in theory and in practice, such as the na-
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ture of trade secrets, burden of proof, the role of judicial fo-
rensic opinions, the identification and function of “secret
points” , as well as the sequence of handling criminal-civil
intersection cases involving trade secrets, which result in
the consequences that the outcomes of many disputes are
unsatisfactory, and the rights and interests of trade secret
owners cannot be adequately protected.

In order to clarify those fundamental issues, it is neces-
sary to trace back to the legislative history of trade secrets
in China, understand how the existing trade secret system
was established and has gradually evolved and improved
to its current state, which will also keep us stay true to the
original aspiration in the future improvement and practice
of the trade secret system, deal with disputes in a more
reasonable and lawful manner, and thereby protect the le-
gitimate rights and interests of trade secret owners more
effectively.

I. From the beginning of the reform and
opening-up to the enactment of the
Anti-Unfair Competition Law in 1993

It is generally recognized that the Anti-Unfair Competi-
tion Law (hereinafter referred to as the AUCL), which came
into force on 1 December 1993, marked the first time that
China explicitly defined the concept of “trade secret” in leg-
islation. Before that, provisions related to trade secrets,
however, had already appeared in various forms of legal
terms in several laws, administrative regulations and depart-
mental rules.

1. Proprietary technology

The Decision of the Third Plenary Session of the 11"
Central Committee of the Communist Party of China opened
the prelude to China’s reform and opening-up.

Article 5.1 of the Law on Sino-Foreign Equity Joint Ven-
tures, which was issued and implemented on 1 July 1979,
stipulates that “each party to an equity joint venture may
contribute cash, physical goods, industrial property rights,
etc., as its investment in the enterprise”. It was the first time
that industrial property rights had been recognized as a
form of capital contribution in the Chinese laws.

Article 25 of the Implementing Regulations of the Law
on Sino-Foreign Equity Joint Ventures (hereinafter referred
to as the Implementation Regulations), which was issued
and implemented on 20 September 1983, further specifies
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that “a joint venture may contribute capital in the form of
currency, or may make capital contributions by way of valu-
ation of buildings, factories, machinery and equipment or
other materials, industrial property rights, proprietary tech-
nology, right to use a venue, etc.” In addition to clarifying
that “industrial property rights” may be used as a form of
capital contribution through valuation, as mentioned in the
Law on Sino-Foreign Equity Joint Ventures, the Implementa-
tion Regulations also put forward the concept of “proprie-
tary technology” for the first time and recognized that it
could also serve as a form of capital contribution. Regard-
ing the scope of “industrial property rights”, Article 29 of
the Implementation Regulations stipulates that “when a for-
eign joint venture contributes capital in the form of industrial
property rights or proprietary technology, it shall submit rel-
evant materials concerning such industrial property rights
or proprietary technology, including copies of the patent
certificate or trademark registration certificate, and docu-
ments in relation to validity status, technical characteristics,
practical value, basis for calculating the valuation, and the
valuation agreement signed with the Chinese joint venture,
as the attachments to the joint venture contract.” In other
words, the scope of industrial property rights mainly refers
to patent and trademark. However, the Implementation Reg-
ulations do not provide a clear definition of “proprietary
technology”.

Article 2 of the Regulations on the Administration of
Technology Import Contracts, which was issued and imple-
mented on 24 May 1985, stipulates that the technology im-
port covers: (1) the assignment or license of patent rights or
other industrial property rights; (2) proprietary technology
related to technological processes, formulas, product de-
signs, quality control and management, presented in the
form of drawings, technical data, technical specifications,
etc.; and (3) technical services.

The Implementing Rules for the Regulations on the Ad-
ministration of Technology Import Contracts, which was is-
sued and implemented by the former Ministry of Foreign
Economic Relations and Trade on 20 January 1988, clearly
defined the concept of “proprietary technology” for the first
time by means of defining the “contract for licensing propri-
etary technology”. Specifically, “proprietary technology” re-
fers to “technical knowledge related to the manufacturing of
a certain product, the application of a certain process, as
well as product designs, technological processes, formu-
las, quality control and management, which has not been
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disclosed and has not obtained legal protection by industrial
property rights”. Based on such definition, “proprietary tech-
nology” possesses certain characteristics of trade secrets.

2. Scientific and technological secret

On 7 November 1981, the State Council approved the
Regulations on Confidentiality of Science and Technology
formulated by the former State Science and Technology
Commission (hereinafter referred to as the “former SSTC”),
for the purpose of protecting China’s scientific and techno-
logical secrets and safeguarding and promoting the social-
ist modernization construction of China. Article 2 thereof
stipulates the scope of scientific and technological secrets,
which includes: (1) inventions approved by China; (2)
phased achievements that may develop into inventions; (3)
other important scientific and technological research
achievements that exist abroad but are kept confidential;
(4) technical know - how and traditional processing tech-
nigues that do not exist abroad, or exist abroad but are kept
confidential. Article 3 thereof classifies confidential scientif-
ic and technological projects into three levels: top secret,
secret, and confidential. Judging from the relevant provi-
sions, “scientific and technological secrets” include not only
trade secrets in the traditional sense but also state secrets.

3. Other scientific and technological achievement

The General Principles of Civil Law, issued on 12 April
1986 and promulgated on 1 January 1987, stipulate in Arti-
cle 97 (Right to Discoveries, Inventions, and Other Scientific
and Technological Achievements) under Section 3 (Intellec-
tual Property Rights) of Chapter V (Civil Rights) that citizens
shall have the right to apply for and receive honorary certifi-
cates, bonuses, or other rewards for their inventions or oth-
er scientific and technological achievements. Pursuant to
that provision, “right to other scientific and technological
achievement” is a type of intellectual property rights in par-
allel to “right to discovery” and “right to invention”, and is a
civil right that citizens are entitled to enjoy according to law.
As a catch - all term, “other scientific and technological
achievement” has no further defined connotation in the
General Principles of Civil Law. It is generally believed that
any “scientific and technological achievement” that does
not fall within the category of scientific discoveries or inven-
tions may be included herein, such as the “proprietary tech-
nology” mentioned earlier.

4. Non-patented technological achievement

The Technology Contract Law, issued on 23 June 1987
and promulgated on 1 November 1987, divides technologi-
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cal achievements into two categories: “patented technologi-
cal achievement” and “non - patented technological
achievement”. It also clearly stipulates the promotion and
application of “non - patented technological achievement”
made by state-owned enterprises and collective-owned en-
terprises, the principles of ownership and sharing of non-
patented technological achievements, as well as the basic
principles of conclusion, performance, and breach of non-
patented technology transfer contract (which are among
the four types of technology transfer contracts).

Subsequently, the Implementing Regulations of the
Technology Contract Law, issued and promulgated by the
former State Science and Technology Commission on 15
March 1989, interpret the relevant concepts in the Technolo-
gy Contract Law. Article 3 thereof stipulates that “the term
technological achievements as mentioned in the Technolo-
gy Contract Law refers to technical solutions such as prod-
ucts, processes, materials and their improvements devel-
oped by using scientific and technological knowledge, infor-
mation and experience”. Article 6 thereof further clarifies
that “non - patented technology” includes technological
achievement that has not been applied for patent protec-
tion, technological achievement for which no patent right
has been granted, and technological achievement that is
not eligible for patent protection under the Patent Law.

5. Trade secret

Before the enactment of the AUCL in 1993, the term
“trade secret” had already emerged. lts earliest appear-
ance can be found in the Civil Procedure Law, which was is-
sued and implemented on 9 April 1991. Article 120.2 there-
of stipulates that cases involving trade secrets may be tried
in camera if the parties request confidentiality. This marked
the first time that the protection of trade secrets was estab-
lished in procedural law.

On 17 January 1992, the Chinese and U.S. govern-
ments signed the Memorandum of Understanding on the
Protection of Intellectual Property, stating that to effectively
prevent unfair competition in accordance with Article 10bis
of the Paris Convention for the Protection of Industrial Prop-
erty, the Chinese government would prohibit others from
disclosing, obtaining, or using trade secrets without the con-
sent of the trade secret owner in a manner contrary to hon-
est commercial practices, including obtaining, using or dis-
closing trade secrets when the third party knows or should
have known that such conduct occurred in the process of
obtaining such information. The competent department of
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the Chinese government would submit to the legislature a
bill providing the level of protection specified in this Article
before 1 July 1993, and would make utmost effort to pass
and implement the bill before 1 January 1994. The signing
of this Memorandum significantly promoted the enactment
of the AUCL.

Il. From the enactment of the AUCL in
1993 to the completion of the second
revision to the AUCL in 2019

1. The 1993 AUCL, for the first time, clarified that trade
secrets should be protected in substantive law

On 2 September 1993, the Standing Committee of the
Eighth National People’s Congress (NPC) deliberated and
passed, at the third session, the AUCL, which came into
force on 1 December of the same year. Judging from the
timing of the AUCL’s promulgation and implementation, the
AUCL’s promulgation was directly associated with the com-
mitments made in the Sino-US Memorandum of Under-
standing on the Protection of Intellectual Property. Article 10
concerning “prohibition of trade secret infringement” of the
1993 AUCL explicitly stipulates that acts of trade secret in-
fringement by business operators constitute unfair competi-
tion, for which they shall bear civil liability for damages and/
or corresponding administrative liability.

According to Article 10 of the AUCL, acts of trade se-
cret infringement include: any act of obtaining a trade se-
cret from the right holder by theft, inducement, coercion, or
any other illicit means; any act of disclosing, using, or allow-
ing another person to use a trade secret obtained from the
right holder by any means as specified in the preceding
subparagraph; and any act of disclosing, using, or allowing
another person to use a trade secret under its control in vio-
lation of an agreement or the requirements of the right hold-
er for confidentiality of trade secrets. Where a third party
knows or should have known an illegal act as specified in
the preceding paragraph but still obtains, uses, or disclos-
es the trade secret of another person, the third party shall
be deemed to have infringed upon the trade secret. Further-
more, Article 10 also defines, in paragraph 3, the concept
of “trade secret” as follows: for the purpose of this Law,
“trade secret” refers to the technological and business in-
formation which is unknown to the public, capable of bring-
ing economic benefits to the right holder and of practical
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applicability, and for which the right holder has taken confi-
dentiality measures.

So far, the legal term “trade secret” has been clearly
defined in the substantive law after its incorporation into the
procedural law, i.e., the Civil Procedure Law. From the per-
spective of the principle that rights are stipulated by law
and such role of the AUCL as the catch-all rules for special-
ized intellectual property laws such as the patent law, the
trademark law and the copyright law, trade secret is not
considered as statutory right, but rather an interest, and is
protected mainly through prohibitive provisions, which
place emphasis on the prohibition of trade secret infringe-
ment committed by others.

2. The TRIPS Agreement regulates “undisclosed infor-
mation” under the category of “unfair competition”

On 15 April 1994, the member states signed the Agree-
ment on Trade - Related Aspects of Intellectual Property
Rights (TRIPS Agreement), which is one of the final 21 docu-
ments negotiated in the Uruguay Round under the General
Agreement on Tariffs and Trade. The TRIPS Agreement en-
tered into force on 1 January 1995 and is administered by
the World Trade Organization (WTO) established simultane-
ously. Article 39 under Section 7 (Protection of Undisclosed
Information) of the TRIPS Agreement reads as follow:

“1. In the course of ensuring effective protection
against unfair competition as provided in Article 10bis of the
Paris Convention (1967), Members shall protect undis-
closed information in accordance with paragraph 2 and da-
ta submitted to governments or governmental agencies in
accordance with paragraph 3.

2. Natural and legal persons shall have the possibility
of preventing information lawfully within their control from
being disclosed to, acquired by, or used by others without
their consent in a manner contrary to honest commercial
practices so long as such information:

(a) is secret in the sense that it is not, as a body or in
the precise configuration and assembly of its components,
generally known among or readily accessible to persons
within the circles that normally deal with the kind of informa-
tion in question;

(b) has commercial value because it is secret; and

(c) has been subject to reasonable steps under the cir-
cumstances, by the person lawfully in control of the informa-
tion, to keep it secret.

For the purpose of this provision, ‘a manner contrary to
honest commercial practices’ shall mean at least practices
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such as breach of contract, breach of confidence and in-
ducement to breach, and includes the acquisition of undis-
closed information by third parties who knew, or were gross-
ly negligent in failing to know, that such practices were in-
volved in the acquisition.”

This provision actually incorporates “protection of un-
disclosed information” (commonly understood as “trade se-
cret”) into the scope of prohibition of unfair competition,
which serves as the minimum requirement for member
states to protect “undisclosed information”.

3. Frequent release of trade secret-related regulations
between 1995 and 1998

After the 1993 AUCL which explicitly set forth provi-
sions on the protection of trade secret, a series of laws, ad-
ministrative regulations and rules, local regulations and gov-
ernmental regulations, and judicial interpretations related to
trade secret protection had been promulgated in succes-
sion between 1995 and 1998.

At the level of law, the Labor Law, which was promul-
gated on 1 January 1995 clearly specifies the employee’ s
confidentiality obligations, i.e., the parties involved in a la-
bor contract can reach agreements in their labor contracts
on matters concerning the keeping of the commercial se-
crets of the employer. Where employees violate terms on
secret - keeping matters agreed upon in the labour con-
tracts, thereby causing economic losses to the employer,
such employees shall be liable for compensation according
to law. Article 219 on crime of trade secret infringement of
the Criminal Law, which was promulgated on 1 October
1997, stipulates that whoever engages in any act that in-
fringes upon trade secret and brings significant losses to
persons having the rights to the trade secrets is to be sen-
tenced to fixed-term imprisonment of not more than three
years or criminal detention, and concurrently or indepen-
dently a fine; or is to be sentenced to fixed-term imprison-
ment of not less than three years and not more than seven
years and concurrently a fine, if the consequences are par-
ticularly serious. The definition of “any act that infringes up-
on trade secret” and the concept of “trade secret” are en-
tirely adopted from the provisions of Article 10 of the 1993
AUCL. Consequently, in addition to the civil and adminis-
trative liability as stipulated in the AUCL, criminal liability
shall also be imposed in cases where the consequences
are serious.

At the same time, the Standing Committee of the Eighth
NPC listed the Trade Secrets Protection Law in its legisla-
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tive plan, assigning the drafting task to the former State Eco-
nomic and Trade Commission (SETC) and other relevant de-
partments while establishing a research and drafting group.
In 1996, the panel of experts organized by the former SETC
completed the Draft Outline for the Trade Secrets Protection
Law (Draft for Discussion), comprising 34 articles in seven
chapters. It was reported that in accordance with the NPC’s
legislative plan, the Trade Secrets Protection Law (Draft for
Review), comprising 39 articles in five chapters, was being
drafted in 1998. ® However, it was ultimately not enacted in-
to law due to considerable controversies that may arise
from excessive protection of trade secrets.

At the level of judicial interpretation, the Supreme Peo-
ple’ s Court (SPC) released, on 2 April 1995, the Opinions
on Several Issues Concerning the Proper Handling of Sci-
ence and Technology Disputes (hereinafter referred to as
the Opinions), which include 65 articles in 10 sections,
wherein the provisions on the “legal protection of non-pat-
ented technological achievement” clearly state that non -
patented technological achievement is entitled to be pro-
tected by laws and regulations such as the General Princi-
ples of Civil Law, the AUCL, the Technology Contract Law
and its Implementing Regulations. The non-patented tech-
nological achievement shall meet the following conditions:
they shall include technical solutions or know-how that con-
tain technical knowledge, experience and information; they
shall be kept confidential, which means they are not directly
accessible through a public channel; they shall be of practi-
cal value, which means they can enable their owners to
gain economic profits or competitive advantages; and the
owners must have taken appropriate confidentiality mea-
sures and shall not provide them to others without an
agreed confidentiality obligation. Such four conditions actu-
ally correspond to the constituent elements of trade secrets
provided in the AUCL. Therefore, the “non-patented techno-
logical achievements” in the Opinions shall be understood
as “trade secrets”. The Opinions also clarify that the party
involved in the technology contract that obtains the non-pat-
ented technological achievements of the other party based
on the contractual relationship shall abide by the confidenti-
ality obligation and the scope of use as stipulated in the
contract. The employee’ s act of disclosing, providing or
transferring the non-patented technological achievements,
phased technological achievements or the product design
drawings, formulas or manufacturing processes of its cur-
rent or previous employer to others without authorization, of
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inducing others to steal or disclose the third party’s non-
patented technological achievements or product design
drawings, formulas and manufacturing processes, of dis-
closing, using or transferring the other party’s non-patent-
ed technological achievements in violation of agreement,
and of obtaining, using, or transferring the others’ non-pat-
ented technological achievements by other improper
means constitute infringement of the right to use and to
transfer the non-patented technological achievements.

Relevant administrative authorities also released a se-
ries of departmental regulations based on their own circum-
stances. For instance, on 6 January 1995, the former SSTC
and the National Administration of State Secrets Protection
issued the Provisions on Confidentiality of Science and
Technology, and the Regulations on Confidentiality of Sci-
ence and Technology (1981) were abolished. On 23 No-
vember 1995, the former State Administration for Industry
and Commerce (SAIC) issued the Several Provisions on Pro-
hibition of Acts of Trade Secret Infringement. On 2 July
1997, the former SETC issued the Notice of Strengthening
the Protection of Trade Secrets in State-Owned Enterprises,
and the former SSTC issued the Several Opinions on
Strengthening the Management of Trade Secrets During the
Mobility of Scientific and Technological Personnel. And on
12 June 1998, the former SAIC issued the Reply to the Is-
sues Concerning the Constituent Elements of Trade Secrets.

To cooperate with the implementation of the AUCL, lo-
cal governments have also issued their local laws and regu-
lations and governmental rules. For instance, Beijing,
Shanghai, Henan, Hainan, Sichuan, Jilin, Guangxi, Shanxi,
Ningxia, Guizhou, Hebei, Chongqing, Hubei, and Heilongji-
ang issued the Anti-Unfair Competition Rules, while Jiang-
su, Shandong, Liaoning and Tianjin issued the Measures for
Implementing the AUCL. All of them contain contents in rela-
tion to trade secrets, and most of them are consistent with
the provisions of the AUCL.

Furthermore, in May 1995, the research group from the
Guangdong Talent Research Institute and Guangdong Sci-
ence and Technology Commission finished the report re-
garding Legislative Research on Protection of Technical Se-
crets in Guangdong Province, stating that “Guangdong, as
the first pilot zone in China for economic reform and opening
-up, shall also take the lead in legislation and strive to serve
as a model for promoting the protection of technical secrets
in China”. It proposed a framework for local legislation com-
prising 19 articles inclusive of general provisions, owner-
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ship of rights and interests, protection measures, infringe-
ment determination and legal liability. On 3 November
1995, the Regulations on the Protection of Technical Se-
crets of Enterprises in Shenzhen Special Economic Zone
was promulgated, comprising 38 articles in 5 chapters,
which is the first specialized local legislation regarding
trade secret. Later in 1997, the Interim Regulations on Enter-
prise Confidentiality Management in Guangdong Province
was promulgated, comprising 25 articles in 5 chapters,
while the Zhuhai Municipal People’s Congress passed the
Regulations on the Protection of Technical Secrets of Enter-
prises in Zhuhai, comprising 34 articles in 5 chapters.

It can be concluded from the regulatory landscape dur-
ing the period that the trade secret system in China is char-
acterized by multiple tiers, fragmented oversight, and scat-
tered legislation, the pattern of which still persists to this
day.

4. From the promulgation of the Outline of the National
Intellectual Property Strategy to the completion of the sec-
ond revision of the AUCL

Following an intensive period of institutional rule -mak-
ing, the legislation on trade secrets entered into a quiet
phase. China launched the research on the national intellec-
tual property strategy in 2005, and the former SAIC set up a
special research team and released a research report. On 5
June 2008, the State Council issued the Outline of the Na-
tional Intellectual Property Strategy, indicating that “[g]uide
market entities to establish a trade secret management sys-
tem according to law. Crack down on the acts of stealing
other’ s trade secret according to law. Properly handle the
relationships between trade secret protection and free ca-
reer choice, as well as between non-compete restrictions
for personnel with access to secrets and the rational flow of
talents, so as to safeguard the legitimate rights and inter-
ests of employees.” However, the legislation concerning
trade secret was not on the schedule.

During that period, the relevant legislation was mainly
manifested as follows: the Labor Contract Law promulgated
on 1 January 2008 sets forth the employee’ s confidentiality
obligations and non-compete obligations. Article 23 thereof
stipulates that an employer may enter an agreement with its
employees in the labor contract to require his employees to
keep the trade secrets and matters relating to intellectual
property of the employer confidential. For an employee who
has the obligation of confidentiality, the employer and the
employee may stipulate non-compete clauses in the labor
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contract or in the confidentiality agreement and come to an
agreement that after the rescission or termination of the la-
bor contract, the employee shall be provided with econom-
ic compensation on a monthly basis within the non-compete
period. If the employee violates the non-compete agree-
ment, it shall pay liquidated damages to the employer ac-
cording to the agreement. The Labor Contract Law also
clearly specifies the scope and duration of non-compete ob-
ligation, as well as the legal liabilities the employees shall
bear for violating the confidentiality and non-compete obli-
gations. In March 2010, the State-Owned Assets Supervi-
sion and Administration Commission (SASAC) issued the In-
terim Provisions on the Protection of Trade Secrets of Cen-
tral State-Owned Enterprises, which consist of 34 articles in
6 chapters, with the objective of strengthening trade secret
protection in central state-owned enterprises and prevent-
ing the interests of central state-owned enterprises from be-
ing infringed.

In the judicial field, on 8 December 2004, the SPC and
the SPP jointly issued the Interpretation on Several Issues
Concerning the Specific Application of Law in Handling
Criminal Cases Involving Infringement of Intellectual Proper-
ty Rights, in which the criteria for convicting the “crime of
trade secret infringement” are quantified. On 1 January
2005, the SPC’ s Interpretation on Several Issues Concern-
ing the Application of Law in the Trial of Disputes over Tech-
nology Contracts came into force, which contains provi-
sions regarding the handling of disputes involving trade se-
crets in technology contracts and the resolution of disputes
arising from contracts for the transfer of trade secrets. On 1
February 2007, the SPC’ s Interpretation on Several Issues
Concerning the Application of Law in the Trial of Civil Cases
Involving Unfair Competition, which is the first judicial inter-
pretation on civil disputes over unfair competition, was put
into effect, providing clarifications on the interpretation of
certain terms in the AUCL and issues related to the applica-
tion of the said law. In addition, judicial documents issued
by local courts, such as the Opinions on Several Issues
Concerning the Trial of Trade Secret Cases released by the
High People’ s Court of Jiangsu Province on 3 February
2004, and the Minutes of the Symposium on the Trial of Dis-
putes over Trade Secret Infringement issued by the High
People’ s Court of Tianjin Municipality on 11 April 2007,
were formulated based on the judicial practice, and are of
significant value as a reference for the development and im-
provement of the legal system for trade secret protection.
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The General Principles of the Civil Law, which came in-
to force on 1 October 2017, classify trade secrets as a type
of intellectual property rights that civil subjects may enjoy
according to law. Such provision has thus triggered a de-
bate over the nature of trade secrets—whether trade secret
should be regarded as a right or an interest. Proponents of
the view that trade secret is a right argue that in accor-
dance with the principle that rights are stipulated by law,
since the General Principles of the Civil Law identify trade
secret as a type of intellectual property rights that civil sub-
jects can enjoy according to law, trade secret can be re-
garded as a right on a par with patent, trademark, copy-
right, and the like. However, opponents contend that it is in-
appropriate to classify trade secret as a right, either from
the perspective of the inherent characteristics of trade se-
cret or from the origin and development of rules for trade se-
cret protection, because the boundary of protection for
trade secrets is not clear. Instead, it is more appropriate to
treat trade secret as an interest which should be protected
by means of right of prohibition.

On 4 November 2017, the first revision of the AUCL
was completed after 24 years, and came into effect on 1
January 2018, wherein the revision of the provisions on
trade secret protection includes: the acquisition of other’s
trade secret by means of “bribery” constitutes unfair com-
petition, and a third party will be considered to have in-
fringed a trade secret if the third party knows or should
have known that the employee or ex-employee of the trade
secret owner had infringed the trade secret; the definition of
“trade secret” is further improved, i.e., “trade secret” in this
Law means technical and operational information that is un-
known to the public and of commercial value for which the
right holder has taken corresponding confidentiality mea-
sures; and the amount of damages for infringement of trade
secret has been significantly increased.

On 23 April 2019, the AUCL was amended for the sec-
ond time. The second revision of the AUCL primarily in-
volves provisions on trade secret, aiming to address the
challenges posed to trade secret protection by the develop-
ment of information technology. In addition to explicitly de-
fining the act of obtaining other’s trade secret by means of
“electronic intrusion” constitutes unfair competition, the re-
vised AUCL was also added with the provisions that “abet-
ting, or inducing, or aiding a person into or in acquiring, dis-
closing, using, or allowing another person to use the trade
secret of the right holder in violation of his or her non-disclo-
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sure obligation or the requirements of the right holder for
keeping the trade secret confidential” constitutes unfair
competition, and “other natural persons, legal persons and
unincorporated organizations other than the business oper-
ators who commit the illegal acts listed in the preceding
paragraph shall be deemed to have infringed upon trade
secrets”. Moreover, the upper limit of damages is further
raised.

Meanwhile, the newly revised AUCL also sets forth defi-
nite provisions on the allocation of the burden of proof in dis-
putes over trade secrets, providing that during the civil trial
of cases concerning infringement of trade secret, where the
prima facie evidence provided by the trade secret owner
can prove that it has taken measures to keep its trade se-
cret confidential and can reasonably indicate that the trade
secret has been infringed, the accused infringer shall prove
that the trade secret claimed by the right holder does not
fall with the scope of trade secrets as provided in this Law.
Where the trade secret owner provides prima facie evi-
dence that can reasonably indicate the trade secret has
been infringed and provides one of the following evidence,
the accused infringer shall prove that there is no infringe-
ment of any trade secret: (1) there is evidence showing that
the accused infringer has access to or opportunities to ob-
tain the trade secret and the information used by the ac-
cused infringer is substantially identical to the secret; (2)
there is evidence showing that the trade secret has been or
has been at risk of being disclosed or used by the accused
infringer; and (3) there is any other evidence showing that
the trade secret has been infringed by the accused infringer.

[ll. Calls for enhancing trade secret
protection have grown increasingly
strong since 2020

In February 2018, China and the United States com-
menced economic and trade negotiations, which under-
went thirteen rounds, wherein trade secret remained one of
the key issues throughout the process.

On 15 January 2020, China and the United States
signed the phase - one economic and trade agreement,
which consists of nine chapters, wherein intellectual proper-
ty is the first chapter, including 36 articles in 11 sections.
The pivotal role of intellectual property in Sino-U.S. econom-
ic and trade relations is evident. Section B (Trade Secrets
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and Confidential Business Information), which includes 7 ar-
ticles, is the section with the most provisions on intellectual
property rights in the agreement. The provisions include (1)
trade secret protection is a core element of optimizing the
business environment, and efforts shall be made to ensure
effective protection for trade secrets and confidential busi-
ness information and effective enforcement against the mis-
appropriation of such information; (2) confidential business
information concerns or relates to the trade secrets, pro-
cesses, operations, style of works, or apparatus, or to the
production, business transactions, or logistics, customer in-
formation, inventories, or amount or source of any income,
profits, losses, or expenditures of any person, natural or le-
gal, or other information of commercial value, the disclosure
of which is likely to have the effect of causing substantial
harm to the competitive position of such person from which
the information was obtained; (3) “operators” in trade se-
cret misappropriation is defined to include all natural per-
sons, groups of persons, and legal persons; and (4) the
scope of prohibited acts subject to liability for trade secret
misappropriation provides full coverage for methods of
trade secret theft, especially: electronic intrusions; breach
or inducement of a breach of duty not to disclose informa-
tion that is secret or intended to be kept secret; and unau-
thorized disclosure or use that occurs after the acquisition
of a trade secret under circumstances giving rise to a duty
to protect the trade secret from disclosure or to limit the use
of the trade secret. There are also other procedural provi-
sions on the burden of proof, provisional measures, criminal
protection, and protecting trade secrets and confidential
business information from unauthorized disclosure by gov-
ernment authorities.

At the same time, trade secret-related legislation has
been revitalizing in China.

At the level of law, the Civil Code, which came into
force on 1 January 2021, continued the provision of the
General Principles of the Civil Law regarding trade secrets
as a type of intellectual property rights enjoyed by civil enti-
ties according to law, thereby further triggering the debates
over the nature of trade secrets. Amendment (XI) to the
Criminal Law, which came into force on 1 March 2021, re-
vised the relevant provisions concerning “crime of infring-
ing trade secrets” in accordance with amendments to the
AUCL, so as to ensure consistency with the provisions of
the AUCL. A new offense, “crime of sealing, spying, selling
or illegally providing trade secrets to overseas entities”,
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was newly introduced, providing that whoever steals, spies
on, sells or illegally provides trade secrets to overseas insti-
tutions, organizations, or persons is to be sentenced to fixed
-term imprisonment of not more than five years, and concur-
rently or independently a fine; or is to be sentenced to fixed-
term imprisonment of not less than five years and concur-
rently a fine, if the consequences are particularly serious.

At the judicial level, the judicial interpretations and judi-
cial policies of the SPC and the judicial documents of local
courts have been frequently promulgated.

On 15 April 2020, the SPC issued the Opinions of Com-
prehensively Strengthening the Judicial Protection of Intel-
lectual Property, putting highlight on strengthening the pro-
tection of trade secrets, including: to accurately delineate
the boundaries between civil disputes and criminal offenses
involving trade secret infringement; to reasonably apply the
rule of the burden of proof in civil litigation to legally reduce
the burden on rights holders when protecting their interests;
to improve the criteria for identifying offenses involving
trade secret infringement and standardize the scope of and
method for calculating substantial losses, and allow reason-
able remedial costs incurred to mitigate commercial dam-
ages or restore security to serve as a support for “causing
substantial loss” or “causing particularly severe conse-
quences” in criminal cases; to strengthen the protection of
trade secrets such as confidential business information so
as to safeguard fair competition among enterprises, facili-
tate reasonable talent mobility, and promote scientific and
technological innovation; and to severely and strictly punish
those who obtain trade secrets through illegal means such
as theft, threat, inducement, and commit other crimes with
significant social harm, so as to effectively leverage criminal
penalties to deter and punish intellectual property crimes.

On 12 September 2020, the SPC released the Provi-
sions on Several Issues Concerning the Application of Law
in the Trial of Civil Cases Involving Infringement of Trade Se-
cret, which is the specialized interpretation on civil disputes
over infringement of trade secrets. On the same day, the
SPC and the SPP released the Interpretation (Ill) on Several
Issues Concerning the Specific Application of Law in Han-
dling Criminal Cases Involving Infringement of Intellectual
Property Rights, which further clarifies the criteria for identi-
fying electronic intrusion, and the threshold for criminal lia-
bility under the offense of trade secret infringement.

On 22 April 2021, the SPC issued the Plan for the Judi-
cial Protection of Intellectual Property Rights by the People’s
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Courts (2021-2025), emphasizing the need to “strengthen
the judicial protection of trade secret, reasonably determine
the burden of proof of the parties according to law, and ef-
fectively curb trade secret infringement, and properly bal-
ance the trade secret protection and rational flow of talents,
so that trade secrets can be protected according to law,
while the legitimate rights and interests of employees in le-
gitimate employment and entrepreneurship” may also be
safeguarded.

On 29 October 2021, the SPC indicated in the Opinions
on Strengthening Intellectual Property Trial Work in the New
Era for Providing Powerful Judicial Services and Guaran-
tees for Building an Intellectual Property Powerhouse that
such efforts should be made to strengthen the protection of
trade secrets and safeguard the innovative development of
enterprises; to enhance judicial protection for technological
secrets involving national security and interests according
to law and severely punish acts of stealing and disclosing
national scientific and technological secrets; to accurately
delineate the boundaries between civil disputes and crimi-
nal offenses involving trade secret infringement and to re-
fine the criteria for identifying criminal offenses involving
trade secret infringement; to strengthen the protection of
trade secrets during litigation, so as to effectively prevent
“secondary disclosure” in litigation, as well as safeguard
the right holders’ lawful enforcement of rights; to properly
balance trade secret protection and freedom of choosing
employment, and non-compete restriction and rational flow
of talents, so that while trade secrets are protected accord-
ing to law, the legitimate rights of employees to employment
and entrepreneurship can be safeguarded, the innovative
development of enterprises can be guaranteed, and the ra-
tional flow of talents can be promoted. In addition, the
courts and pocuratorates in Beijing, Jiangsu and Shenzhen
have successively issued guidance documents related to
trade secret.

At the level of administrative regulations and depart-
mental rules, on 14 August 2020, the Ministry of Justice so-
licited public opinions on the Guiding Opinions on Strength-
ening the Protection of Trade Secrets and Confidential Busi-
ness Information in the Administrative Licensing Process
(Draft for Comments). On 4 September 2020, the State Ad-
ministration for Market Regulation solicited public opinions
on the Regulations on the Protection of Trade Secrets (Draft
for Comments). On 28 October 2021, the State Council is-
sued the National Plan for the Protection and Application of
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Intellectual Property Rights During the 14" Five - Year Plan
(No. Guo-fa 20/2021), clarifying “the improvement of intel-
lectual property laws and regulations, including: to conduct
foundational researches on intellectual property law, to co-
ordinate the revision and improvement of the relevant laws
and regulations such as the patent law, trademark law,
copyright law, anti-monopoly law, law of scientific and tech-
nological progress and e-commerce law, and to strengthen
legislation in areas such as geographical indication and
trade secret, and formulate regulation on trade secret pro-
tection.” In March 2025, the State Administration for Market
Regulation deployed major legislative tasks for 2025, and
listed the Regulations on the Protection of Trade Secrets in
the key legislative projects for a second time after 3 years.

Additionally, since 2020, various local (provincial and
municipal) laws, regulations and rules related to trade se-
cret have been successively issued by Jilin, Shandong,
Shanxi, Guizhou, Anhui, Jiangxi, Zhejiang, Shaanxi, Fujian,
Guangdong, Shenzhen, Zhuhai, Wenzhou, Ningbo, Qingd-
ao, which, to a certain extent, demonstrates increasingly
prominent role of trade secret in economic development,
the growing demand from enterprises for trade secret pro-
tection, and the rising calls for specialized legislation on
trade secret.

Conclusion

By delving into the legal framework for trade secret pro-
tection in China, it can be seen that although there is no
separate legislation on trade secrets in China, there are a
large number of relevant laws, regulations, judicial interpre-
tations, departmental regulations, local legislation, local reg-
ulations and policies, and local judicial policy documents,
whose provisions cover a wide range of aspects, encom-
passing both substantive rules and procedural regulations.

On the whole, the rules seem to be comprehensive and
specific. However, closer examination reveals significant
overlap among various provisions, with some rules being in-
effective or even contradictory, which thereby results in sub-
stantial difficulties for trade secret owners when seeking for
effective protection. On the other hand, in spite of increas-
ing calls for separate legislation on trade secrets, several
fundamental issues still remain unresolved, such as the na-
ture of trade secret and the similarities and differences be-
tween trade secret and other intellectual property rights,
whether the objective of protection of trade secrets is aimed
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at protecting innovation or safeguarding fair competition,
whether the focus of trade secret legislation or enforcement
should be on rights protection or prohibition of unfair com-
petition, how to identify the standards for trade secret pro-
tection (such as the allocation of the burden of proof). The
authors deem that it is necessary to take in-depth research
on these fundamental issues in relation to trade secrets in a
bid to unify and clarity the rules for trade secrets in legisla-
tion, and meanwhile enable the China’ s trade secret sys-
tem to truly and fully fulfill its intended role.
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China Leads World in Generative Al
Patents from 2014 to 2023

The United States and China are the two top global
leaders in artificial intelligence (Al) development, and
China has the most generative Al patents from 2014 to
2023, an Al expert said after the International Institute
for Management Development (IMD) released its Al Ma-
turity Index on 11 November 2025.

According to the second edition of the Al Maturity
Index, which ranks companies on how effectively they
have adopted Al to transform business strategies and
operations, NVIDIA ranked top, with Microsoft and Al-
phabet following in second and third place.

Source: Xinhua



